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Targeted online ads are the 
success of ‘surveillance capitalism’
But display ads face privacy and regulatory 
challenges that reduce their effectiveness.

In 2007, Jonathan Trenn of the US bought a 
diamond ring from Overstock.com so as to 
propose to his girlfriend in a few months’ 
time on New Year’s Eve. Within hours of 
buying the ring, Trenn received a “shocking 
call” from a friend saying congratulations for 
getting engaged. 

“Imagine my horror when I learned Overstock.com had published 
the details of my purchase including a link to the item and its 
price to all my (Facebook) friends … including my girlfriend and 
all of her friends,” Trenn said.[1]

Such was the technical ability of Beacon, which Meta Platforms 
(formerly Facebook) launched in 2007. Beacon’s novelty was it 
enabled Facebook publisher partners to reveal their customers’ 
purchases to Facebook networks to drive engagement and sales.

While Beacon was shut down in 2009 due to user complaints 
about privacy violations, the gathering and commercialisation 
of user data on the internet has only intensified such that the 
phrase ‘surveillance capitalism’ was coined by US academic 
Shoshana Zuboff in her book of 2019 to describe the practice.
[2] The term represents how private companies, sometimes 
with questionable user consent, collect as much data as they 
can on their users with an objective to maximise profits.
[3] Controversially, they have enjoyed the ability to employ 
technology that can track users across the internet.

The data harvesters build profiles that may include the age, 
health, interests, sex, political leanings, income and much more 
about their billions of users. The data harvesters then sell their 
ability to match these profiles against the type of people whom 
advertisers would like to reach.

Targeted online advertising is among the world’s most successful 
business models, and almost certainly the most lucrative way 
any company has monetised offering free services. Due to the 
increasing amount of time people spend online and the efficiency 
of ‘display’ ads, online advertising is expected to reach 65% of 
global advertising spending by 2024.[4] 

The sobering news, however, for companies that turn data into 
behavioural information is that the business model is coming 
under regulatory scrutiny and changing in ways that dent the 
money-making ability of the platforms that rely on off-site (or 
‘third-party’) data for targeting, while strengthening the position 

of those platforms with significant on-site (or ‘first-party’) data. 
This dynamic seems likely to lead to more consolidation and the 
creation of ‘content fortresses’, a term that describes platforms 
rich in on-site data because they have the content to attract and 
hold users.

The biggest challenge for the online-ad business model is the 
elevation of online privacy as a social concern. This has two 
strands. The first is that EU policymakers are imposing tougher 
laws to restrict data use and make more transparent how data is 
used. The EU, which in 2018 introduced General Data Protection 
Regulation to protect privacy, is bringing in two laws that touch 
on privacy and further dictate how Big Tech should handle user 
data.[5] The Digital Services Act (when effective) will give users 
meaningful information on the ads they see online, including 
explanations on why they have been targeted with a specific 
ad[6] (even though Google and Facebook already provide this 
information to their users).[7] Under the act, platforms will not 
be able to target ads at minors, nor at people based on their 
ethnicity, sexual orientation or political views (although Google 
and Facebook only target the last of these categories). The final 
version of the Digital Markets Act agreed to in March limits the 
ability of platforms to combine user data from various sources 
for use in display ads.[8] The most worrying consequence for Big 
Tech? Such regulations spread worldwide, most worryingly for 
them to the US where lawmakers are mulling tech restrictions.

The other strand to the elevation of privacy concerns is that 
Big Tech companies – especially Apple – are offering privacy 
protections because, as Apple CEO Tim Cook says, the online 
privacy “emergency” is making society “less human”.[9] It just 
so happens that such moves often hinder tech competitors and 
marketers from gaining access to people’s data (in the case of 
marketers, when people view their ads).

One of Apple’s key privacy moves was its iOS14.5 update in 2021 
that included ‘App Transparency Tracking,’[10] whereby users 
must agree to being tracked across apps. As the default setting 
is no tracking, Facebook, Snapchat, TikTok of China and YouTube 
among others have suffered as their ad targeting has become 
less effective. Even though the social-media platform has masses 
of first-party data, Meta said in February that it expects Apple’s 
changes to cost it US$10 billion in forgone revenue in 2022 
(8.5% of 2021 sales). Alphabet-owned Google is implementing 
similar moves to Apple on Chrome browsers and Android 
phones from next year (although Google is expected to take a 
milder approach given the company’s pioneering roots in online 
advertising).
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The Apple et al focus on privacy means platforms and services 
that rely heavily on third-party data to target ads might need 
to change their business models or face meaningful revenue 
headwinds as their targeting abilities are curtailed. Businesses 
that rely on advertising might spend more to acquire new 
customers or allocate more budget to platforms with valuable 
first-party data. An unintended consequence of this focus on 
privacy is that they reduce the competitiveness of small direct-to-
consumer brands that proliferated over the past decade thanks 
to their ability to cost-effectively micro-target ads.

The second challenge to the online-ad business model is greater 
scrutiny of the unregulated ad exchanges on which prices for 
online ads are set in an auction. Texas and other US states 
have filed a lawsuit of collusion against Google in regards to 
the dominance of its exchange.[11] While Google denies the 
accusation and has sought to have the law suit thrown out, the 
probe that began in 2020 has made damaging accusations.

The most-noteworthy allegation in the Texas lawsuit filing 
in January this year was that Google took steps to prevent 
publishers from using ‘header bidding’. The term refers to when 
publishers insert code in the header of web pages to increase 
competition among online ad exchanges. The Texas filing said 
that when publishers used header bidding they received up to 
70% more for their ads than when using Google’s ad exchange 
without header bidding.[12]

The header-bidding revelations in the Texas case seem to have 
aroused other policymakers. In the US, bipartisan-sponsored 
legislation is before Congress (the Competition and Transparency 
in Digital Advertising Act) that aims to stop companies from 
playing more than one role in digital advertising.[13] If enacted 
in its current form the legislation would force Google to spin 
off parts of its online-ad business although its core advertising 
properties (Search, Maps, YouTube,) would remain intact. In the 
EU and UK, regulators are examining how fair are online-display 
exchanges under their purview.

A third challenge for the online-ad business model is the political 
question of the dominance of internet platforms in society; 
specifically, whether their data gathering and use of certain 
algorithm-promoted content to maximise engagement (and 
therefore revenue) threaten democracy. To curb Big Tech’s 
influence, many (including Meta whistle-blower Frances Haugen)
[14] urge that specialists be given access to the algorithms to 
tackle disinformation and prevent manipulation. The EU’s Digital 
Services Act does this to help researchers understand “risks on 
society and fundamental rights”.[15]

While such steps shouldn’t be pivotal, some demand that to 
protect democracy the ability of companies to collect data be 
restricted to the point of being abolished. While not a direct 
attack on online ads, any barriers to data collection would reduce 
the ability to target internet ads.

Hurdles to displaying ads, exposés on the operations of online-ad 
exchanges, industry restrictions on competitor data-gathering, 
and incremental government regulation might accelerate the 
decline in the effectiveness of display ads,[16] all while Apple 
preaches privacy[17] and is the de facto privacy police. But 
while the online-ad business model is being reined in, people 
will still see plenty of display ads. Businesses know that online 
advertising is a generally superior way to promote sales and 
brands thanks to its micro-targeting and measurement abilities.  
A mild rise in ad misfires won’t matter much to them.

It’s worth noting that while the use of data for targeted 
advertising is rightly under scrutiny, governments, armed 
with the technology to continuously track people within and 
increasingly outside their borders, and bad actors have the 
capabilities to abuse online privacy to a much greater extent 
than private companies that for the most part are only seeking 
to sell more goods or services to users who remain anonymous 
to them. Irrespective of the harshness of laws preventing ad 
targeting, the digital footprint and personal information of device 
users will remain traceable, and it might be naive to expect laws 
to prevent tracking. Some of the EU changes related to allowing 
iOS applications to be downloaded outside of the Apple app store 
diminish security and confidentiality.[18] Privacy only flickers as a 
political problem because most people seem untroubled that Big 
Platforms and others track them online.

But enough care and more might, especially as TikTok is 
gathering data globally that many allege heads to China.[19] 
While a drive is underway to ensure online privacy more matches 
offline privacy, nothing is likely to happen that stops advertisers 
from directing most of their budgets to online. In coming years, 
the online-ad category is only likely to extend its dominance of 
global advertising share. 

THE TELLING PATENT
In 2003, Google filed a patent titled ‘Generating user information 
for use in targeted advertising’. Zuboff marks this document as 
the break from when Google linked advertising only to search 
queries and gathered data only to improve the experience of 
searchers. The patent was a watershed because it overrode any 
privacy concerns to convert data into a message delivered to a 
person just when it might influence that person.[20]

The evolution of surveillance capitalism since then raises the 
question of how to guarantee privacy when these world’s Big 
Platforms have an incentive to further perfect the surveillance 
that has already made them rich and influential.

Privacy advocates say laws such as the EU’s only give users 
more control over the data gathered. They fail to prevent 
surveillance, which is why internet platforms generally support 
such laws, even if they try to slow their implementation. The 
only way to ensure privacy, says Tim Wu, now part of the Joe 
Biden administration with responsibility for Technology and 
Competition, is to codify an anti-surveillance regime; that is to 
say, to pass “laws that prevent the mass collection of behavioural 
data”.

Zuboff and Wu argue that to know everything about someone is 
to create the power to control that person. “We must dare to say 
what would sound like blasphemy in another age,” Wu argues. “It 
may be that a little less knowledge is what will keep us free.”[21]

Until, if ever, that happens – and there’s little chance of it 
occurring in the foreseeable future – expect endless targeted 
ads. But perhaps more might be mistargeted. And already 
enough of a privacy push is underway that it’s safer to buy an 
engagement ring before proposing.

By Michael Collins, Investment Specialist
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